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Guidance on Research Conducted Remotely 
 
 
I.  Intellectual Property 
 
Any intellectual property (IP) arising from research conducted by students or 
faculty (“Researchers”) in most cases is owned by USA.  Other entities, such as third 
party licensees, IUCRC members, or those paying for sponsored research, may have 
current or potential IP rights to any invention arising from the research. 
 
Students must sign confidentiality agreements when working on research that could 
give rise to intellectual property and particularly when the research is paid for by 
outside parties (private sector funding, IUCRC memberships, material transfer 
agreements, etc.).  
 
Per University policy (found at this link
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III. General Cybersecurity Guidance 
 
It is USA policy for faculty and student researchers to use, at a minimum, that level 
of security for research that is required under the terms of the grant, contract or 
sponsorship agreement. Any exceptions can occur only if waived or modified by the 
sponsor.  USA policy states that faculty and students will apply that level of security 
on a project that is commensurate with that which should be required given the 




